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FACEBOOK DATA ON MORE THAN 500 MILLION
ACCOUNTS FOUND ONLINE

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

The information appears to be several years old, but it is another example of the vast amount of
information collected by Facebook

Details from more than 500 million Facebook users have been found available on a website for
hackers.

The information appears to be several years old, but it is another example of the vast amount of
information collected by Facebook and other social media sites, and the limits to how secure
that information is.

The availability of the data set was first reported by Business Insider. According to that
publication, it has information from 106 countries including phone numbers, Facebook IDs, full
names, locations, birthdates, and email addresses.

Facebook has been grappling with data security issues for years. In 2018, the social media giant
disabled a feature that allowed users to search for one another via phone number following
revelations that the political firm Cambridge Analytica had accessed information on up to 87
million Facebook users without their knowledge or consent.

In December 2019, a Ukrainian security researcher reported finding a database with the names,
phone numbers and unique user IDs of more than 267 million Facebook users — nearly all U.S.-
based — on the open internet. It is unclear if the current data dump is related to this database.

"This is old data that was previously reported on in 2019," the Menlo Park, California-based
company said in a statement. "We found and fixed this issue in August 2019."

Click here to read the Mint ePaperMint is now on Telegram. Join Mint channel in your Telegram
and stay updated with the latest business news.

Log in to our website to save your bookmarks. It'll just take a moment.

Oops! Looks like you have exceeded the limit to bookmark the image. Remove some to
bookmark this image.

Your session has expired, please login again.

You are now subscribed to our newsletters. In case you can’t find any email from our side,
please check the spam folder.
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PERSISTENT MINDLESSNESS: ON CHHATTISGARH'S
SUKMA DISTRICT ENCOUNTER

Relevant for: Security Related Matters | Topic: Linkages between development and spread of extremism incl.
Naxalism

The deaths of over 20 paramilitary personnel in an encounter with the Maoists in the Tarrem
area near Chhattisgarh’s Sukma district once again puts the spotlight on the long-running
conflict in this remote tribal region. Reports indicate a Maoist ambush of the paramilitary
personnel from different units – the Special Task Force, the District Reserve Guard of the
Chhattisgarh police besides the Central Reserve Police Force (CRPF)’s elite COBRA unit —
who had proceeded to perform combing operations in Maoist strongholds. The units had
embarked upon their combing exercise at a time when Maoists were trying to disrupt the
construction of a road near Silger-Jagargunda. The lack of road and telecommunications
infrastructure in these remote areas has been one of the reasons for the Maoists being able to
use the terrain to their advantage. Questions will be asked as to how such a large force failed to
anticipate the ambush and were attacked by insurgents reportedly belonging to the Maoists’ “1st
Battalion” led by a tribal, Hidma. The encounter has raised the number of security forces killed in
Bastar to more than 175 since the killing of 76 CRPF personnel in the Chintalnar attack in April
2010. It is now quite clear that despite facing losses to its cadre and leadership across central
and east India and being hemmed into possibly its only remaining stronghold of south
Chhattisgarh, the Maoists are still a formidable military threat.

The Maoist insurrection which began first as the Naxalite movement in the 1970s and then
intensified since 2004, following the merger of two prominent insurgent groups, remains a
mindless guerrilla-driven militant movement that has failed to gain adherents beyond those living
in remote tribal areas either untouched by welfare or are discontents due to state repression.
The Maoists are now considerably weaker than a decade ago, with several senior leaders either
dead or incarcerated, but their core insurgent force in south Bastar remains intact. The recourse
to violence is now little more than a ploy to invite state repression which furthers their aim of
gaining new adherents. While the Indian state has long since realised that there cannot only be
a military end to the conflict, the Chhattisgarh government’s inability to reach out to those living
in the Maoist strongholds remains a major hurdle, which has resulted in a protracted but violent
stalemate in the area. The Tarrem attacks came in the wake of a recent peace march held by
civil society activists who had urged a dialogue between the Maoists and the Chhattisgarh
government to end the violence that has claimed more than 10,000 lives since 2000 alone,
according to the South Asia Terrorism Portal. While a military response and recriminations will
inevitably follow the ambush, the civil society plea must not be ignored if a long-lasting solution
to the conflict is to be achieved.

Please enter a valid email address.

From the abrogation of the special status of Jammu and Kashmir, to the landmark Ayodhya
verdict, 2019 proved to be an eventful year.
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REDEFINING COMBATANTS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Representational image.   | Photo Credit: Reuters

A report in The New York Times on the October 2020 breakdown of the Mumbai power
distribution system points a finger at Chinese cyber hackers. While the truth may remain hidden,
the discussion points to a macro issue. When, and under what conditions, would a non-kinetic
strike, say a cyberattack, be considered an attack on the state? And under international rules of
self-defence, what response would be considered legal? Would only a cyber counter-attack be
justifiable or a kinetic response also be acceptable? Would a pre-emptive strike be kosher?
These and other questions are knocking at our door, even as the definition of combat and
combatants undergoes fast mutation.

The universally accepted Lieber Code of 1863 defines a combatant. It says, “So soon as a man
is armed by a sovereign and takes the soldier’s oath of fidelity, he is a belligerent...”; all others
are non-combatants. An organised group of “belligerents” constitutes a regular armed force of a
state. The 1899 Hague Convention brings in further clarity of what constitutes a regular force.
First, the force should be commanded by a person responsible for his subordinates. Second, it
must have a distinctive emblem recognisable at a distance. Third, it must carry arms openly.
And last, it must conduct operations in accordance with laws and customs of war.

Those who conducted the (yet unproven) Mumbai ‘cyberattack’ or the 2007 attack on Estonia’s
banking system did not meet any of the four conditions of being called combatants, but still
wreaked havoc. A combatant, thus, needs to be redefined due to three reasons. First, a cyber
‘army’ need not be uniformed and may consist of civilians. After the cyberattack on Estonia, the
government set up a voluntary Cyber Defence Unit whose members devote their free time
towards rehearsing actions in case of a cyberattack. A rogue nation could well turn these non-
uniformed people into cyber ‘warriors’. Second, cyber ‘warriors’ do not carry arms openly. Their
arms are malicious software which is invisible. And finally, the source of the attack could be a
lone software nerd who does not have a leader and is up to dirty tricks for money, blackmail or
simply some fun. None of these meet the requirements of The Hague Convention but the
actions of these non-combatants fall squarely in the realm of national security.

This raises two very basic inquiries that need deliberation. First, would the nation employing
civilians in computer network attacks not be in violation of the laws of war? And second, if these
people are considered as combatants, would the target country have the right to respond in self-
defence? A response would be reactive, after the attacker has conducted his operation; hence,
as a right of self-defence, would an act of pre-emption (through kinetic means and/or through
cyber) be in order? This argument may appear far-fetched now but needs to be examined as
India seems to have a new view on the concept of the right to self-defence.

In a February 24, 2021 UN Arria Formula meeting on ‘Upholding the collective security system
of the UN Charter’, the Indian statement says, “...a State would be compelled to undertake a
pre-emptive strike when it is confronted by an imminent armed attack from a non-state actor
operating in a third state.” It adds that “this state of affairs exonerates the affected state from the
duty to respect, vis-a-vis the aggressor, the general obligation to refrain from the use of force.” In
a perceptive analysis of the statement, in Opinio Juris, Srinivas Burra, an Assistant Professor,
opines that in a clear departure from established practices, “India... expressly contextualises its
position on the question of the right of self-defence against the acts of non-state actors in
international law.” Though used with reference to an “armed attack”, the implications of the

https://www.thehindu.com/profile/photographers/Reuters/
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statement, when viewed vis-à-vis cyberattacks done by faceless persons who are non-
combatants as per international law, open up an avenue that requires careful examination;
cyberattacks may not kill directly but the downstream effects can cause great destruction.

International actions against hackers have been generally limited to sanctioning of foreign
nationals by target nations. In 2014, for the first time, a nation (the U.S.) initiated criminal actions
against foreign nationals (five Chinese operatives of Unit 61398 of the People’s Liberation Army)
for computer hacking and economic espionage. The question is, how long before this escalates
to covert and/or overt kinetic retaliation. India seems to have made its intentions clear at the UN
meet, but this is a game that two can play; if not regulated globally, it could lead to a wild-west
situation, which the international community should best avoid by resolute action.

Air Vice Marshal Manmohan Bahadur (Retd) is Additional Director General, Centre for Air Power
Studies. Views are personal

Please enter a valid email address.

To reassure Indian Muslims, the PM needs to state that the govt. will not conduct an exercise
like NRC
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THE ‘ARMED STRUGGLE’ THAT GOES NOWHERE
Relevant for: Security Related Matters | Topic: Linkages between development and spread of extremism incl.

Naxalism

Hurt by incarcerations and “encounter” killings of senior leaders, facing desertions due to
surrenders by cadres to security forces in various States, unable to build a workable
organisation in new areas, and hemmed into what seems to be their last stronghold — South
Bastar — such has been the status of the Indian Maoists lately. But this did not deter the
insurgent group’s audacious ambush and killing of more than 20 paramilitary personnel in the
Tarrem area in the Bijapur-Sukma district border in southern Chhattisgarh in early April,
suggesting that the Communist Party of India (Maoist) might be down but was certainly not out.

The Tarrem attacks is believed to have been led by the heavily armed Battalion 1 belonging to
the Maoists’ People Liberation Guerrilla Army (PLGA) and is led by a tribal guerrilla leader,
Hidma. This ambush raised the number of security forces killed in the Bastar region to more
than 175 since the killing of 76 CRPF personnel in the Chintalnar attack in April 2010.

Turning point

The Maoists have also been at the end of strong attacks by paramilitary and police forces in
areas such as the Andhra-Odisha border that is close to south Chhattisgarh, in Gadchiroli in
Maharasthra and even as far as the western ghat forests in the tri-state junction between Kerala,
Tamil Nadu and Karnataka. The Chintalnar attack might have marked a turning point in the
offensive by the Indian state against the insurgents — with a focus on a no-holds barred military
campaign against the guerrillas even as governments sought to increase developmental work
and infrastructure building in the remote areas with a strong presence and influence of the PLGA
and Maoist organs to undercut any popular support.

The CPI (Maoist) came into being following the merger of two of the strongest Naxalite groups
— the Peoples’ War Group (PWG) and the Maoist Communist Centre — in 2004. The PWG was
formed in 1980 by Kondapalli Seetharamaiah from the splinter groups that had broken away
from the Communist Party of India (Marxist-Leninist), led by general secretary Charu Mazumdar
in the early 1970s.

The PWG had a sizeable following in the 1980s and 90s in undivided Andhra Pradesh as it had
led mass agitations on various issues, including peasant wages and land struggles. It had also
graduated into a military force by forming guerrilla zones in northern Telangana, extending up to
the Nallamalla forests. Anticipating state actions, a group from the PWG had already moved to
present-day Chhattisgarh in the early 1990s and had formed mass organisations in the tribal
areas in the southern part of the State. Mass organisations of the PWG included the
Dandakaranya Adivasi Kisan Mazdoor Sangathan (DAKMS), which focussed on mobilising tribal
villagers for rights to collect forest produce, besides some developmental work. While doing so,
armed cadres of the PWG also used the difficult terrain to build guerrilla zones. Today, in places
such as the Abujmarh forested areas in southern Chhattisgarh, the Maoists claim to have set up
“janathana sarkars” — local government units.

The merger with the MCC, another armed Naxalite group that was founded by Kanai Chatterjee
in 1975 and had strongholds in the Jharkhand forests, gave a fillip to the newly formed
CPI(Maoist). By 2010, the Indian government already identified the Maoists as the “single
biggest internal security challenge”.
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Military force

While the PWG, in its initial years, combined mass activism with guerrilla warfare and violent
attacks on police, the group, especially after its merger into the CPI(Maoist), had largely evolved
into a military force. The Indian Maoists have steadfastly held that violent armed struggle is a
must in its aims to achieve a socialist revolution in India and have sought to follow the Chinese
path to revolution in the 1920s that sought to mobilise peasants in an armed struggle to
overthrow the state and to form a one-party communist government.

The CPI(Maoist) rejects Indian democracy and electoral politics as they terms India to be a
semi-colonial, semi-feudal country and the Indian state beholden to “imperialism, comprador big
bourgeoisie [big business that is subordinate to foreign big capital] and feudalism” and which
necessitates its recourse to armed struggle from the countryside to later encircling cities and
capturing power. This is right from the playbook of the Chinese communists led by Mao Zedong
in the 1920s. Yet, far from mobilising peasantry or even gaining their sympathies, the Indian
Maoists have been reduced to seeking refuge in remote forested areas which offer them the
camouflage and difficult terrain to engage in guerrilla warfare and to seek support from tribal
people living in areas that are either under-developed or have limited access to the institutions of
the Indian state.

In Bastar, the Indian government’s recourse to counter-mobilisation of tribals into armed
resistance groups such as Salwa Judum was brought to a closure by the Supreme Court in 2011
following the resultant militant backlash that severely affected the tribal population. Tribal
disenchantment with both severe state repression as well as Maoist violence had increased in
the last decade, a fact that is also lamented by the Maoists in their internal documents and has
limited their support and growth.

Despite severe reversals and setbacks — the capture and deaths of influential senior leaders
and desertions by activists — the Maoists remain committed to militant insurgency even as they
reject any call for a recourse to peaceful agitations or to enter the democratic process to further
their goal. The elevation of Nambala Keshava Rao, a senior leader of the Maoists’ Central
Military Commission, to the general secretary of the party in 2018 after replacing aged leader
Muppala Lakshmana Rao was an indication that the proscribed outfit will continue to focus on
military tactics and what it terms “strategic defence”.

This is despite its inability to graduate from guerrilla warfare and to build base areas where they
could offer alternative governance — a key step for advance that has eluded them for decades.
In other words, the Maoists refuse to change their understanding of the nature of the Indian state
and continue to deny that conditions and aspirations of the poor necessitate alternative political
work that do not draw from revolutions elsewhere.

The Maoist movement in India seems headed in the same direction that several violent and
failed insurgencies, inspired by the Chinese revolution, went — from the Shining Path in Peru to
the Communist Party of the Philippines. There have been exceptions — the Nepali Maoists, for
example, managed to partake in power after peacefully ending the civil war — but if the Indian
Maoists’ denunciation of these steps taken by their Nepali counterparts are any indication, such
a step does not seem to be in the offing.

In Focus

The CPI (Maoist) came into being after the merger of two Naxalite groups — the Peoples’
War Group and the Maoist Communist Centre — in 2004
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They reject Indian democracy and electoral politics and term India a ‘semi-colonial, semi-
feudal country’ that’s beholden to ‘imperialism’

The Indian government has launched a no-holds barred military campaign against the
guerrillas, while taking steps to cut their popular support in remote villages

Indian Maoists, inspired by the Chinese model, have steadfastly held that armed struggle
is a must in their aim to achieve a socialist revolution in India
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WHY THE PERSONAL DATA PROTECTION BILL
MATTERS
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

The pandemic has forced more people to participate in the digital economy. More people have
taken to digital channels to fulfill a variety of needs like purchasing groceries and accessing
health services. Unfortunately, the number of personal data breaches from major digital service
providers has increased worryingly in the same period. The recent alleged data breach at
MobiKwik could stand to be India’s biggest breach with the data of 9.9 crore users at risk.
Robust data protection regimes are necessary to prevent such events and protect users’
interests. Unfortunately, the existing data protection regime in India does not meet this standard.

However, the Personal Data Protection Bill, 2019, now under scrutiny by a Joint Parliamentary
Committee, could play a big role in providing robust protections to users and their personal data.
In this context, this article seeks to answer a fundamental question: How can the Bill protect
users’ interests in the digital economy?

Editorial | For a data firewall: On need for a data protection law

How different entities collect and process users’ personal data in India is mainly governed by the
Information Technology Act, 2000, and various other sectoral regulations. However, this data
protection regime falls short of providing effective protection to users and their personal data.

For instance, entities could override the protections in the regime by taking users’ consent to
processing personal data under broad terms and conditions. This is problematic given that users
might not understand the terms and conditions or the implications of giving consent. Further, the
frameworks emphasise data security but do not place enough emphasis on data privacy. In
essence, while entities must employ technical measures to protect personal data, they have
weaker obligations to respect users’ preferences in how personal data can be processed. As a
result, entities could use the data for purposes different to those that the user consented to. The
data protection provisions under the IT Act also do not apply to government agencies. This
creates a large vacuum for data protection when governments are collecting and processing
large amounts of personal data. Finally, the regime seems to have become antiquated and
inadequate in addressing risks emerging from new developments in data processing technology.

The need for a more robust data protection legislation came to the fore in 2017 post the
Supreme Court’s landmark judgment in Justice K.S. Puttaswamy (Retd) v. Union of India that
established the right to privacy as a fundamental right. In the judgment, the Court called for a
data protection law that can effectively protect users’ privacy over their personal data.
Consequently, the Ministry of Electronics and Information Technology formed a Committee of
Experts under the Chairmanship of Justice (Retd) B.N. Srikrishna to suggest a draft data
protection law. The Bill, in its current form, is a revised version of the draft legislative document
proposed by the Committee.

MPs raise concerns over exemptions in Data Protection Bill

The proposed regime under the Bill seeks to be different from the existing regime in some
prominent ways. First, the Bill seeks to apply the data protection regime to both government and
private entities across all sectors.

http://164.100.47.4/BillsTexts/LSBillTexts/Asintroduced/373_2019_LS_Eng.pdf
https://www.thehindu.com/news/national/data-protection-bill-jpc-to-invite-views-from-all-stakeholders/article30579037.ece
https://www.thehindu.com/news/national/data-protection-bill-jpc-to-invite-views-from-all-stakeholders/article30579037.ece
https://www.thehindu.com/opinion/editorial/for-a-data-firewall-the-hindu-editorial-on-need-for-a-data-protection-law/article30755070.ece
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Second, the Bill seeks to emphasise data security and data privacy. While entities will have to
maintain security safeguards to protect personal data, they will also have to fulfill a set of data
protection obligations and transparency and accountability measures that govern how entities
can process personal data to uphold users’ privacy and interests.

Third, the Bill seeks to give users a set of rights over their personal data and means to exercise
those rights. For instance, a user will be able to obtain information about the different kinds of
personal data that an entity has about them and how the entity is processing that data.

Fourth, the Bill seeks to create an independent and powerful regulator known as the Data
Protection Authority (DPA). The DPA will monitor and regulate data processing activities to
ensure their compliance with the regime. More importantly, the DPA will give users a channel to
seek redress when entities do not comply with their obligations under the regime.

India’s data protection law has potential to propel digital economy, says Facebook

The Bill seeks to bring a massive and meaningful change to personal data protection in India
through this regime. However, the reality could be different. Several provisions in the Bill create
cause for concern about the regime’s effectiveness. These provisions could contradict the
objectives of the Bill by giving wide exemptions to government agencies and diluting user
protection safeguards.

For instance, under clause 35, the Central government can exempt any government agency
from complying with the Bill. Government agencies will then be able to process personal data
without following any safeguard under the Bill. This could create severe privacy risks for users.

Similarly, users could find it difficult to enforce various user protection safeguards (such as rights
and remedies) in the Bill. For instance, the Bill threatens legal consequences for users who
withdraw their consent for a data processing activity. In practice, this could discourage users
from withdrawing consent for processing activities they want to opt out of.

Additional concerns also emerge for the DPA as an independent effective regulator that can
uphold users’ interests.

The issues around data localisation

The time is ripe for India to have a robust data protection regime. The Joint Parliamentary
Committee that is scrutinising the Bill has proposed 86 amendments and one new clause to the
Bill – although the exact changes are not in the public domain. The Committee is expected to
submit its final report in the Monsoon Session of Parliament in 2021. Taking this time to make
some changes in the Bill targeted towards addressing various concerns in it could make a
stronger and more effective data protection regime.

Indradeep Ghosh is the Executive Director of Dvara Research and Srikara Prasad is a Policy
Analyst at the Future of Finance Initiative housed at Dvara Research
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EXPLAINED
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Facebook logo is reflected in a drop on a syringe needle in this illustration photo taken March
16, 2021.   | Photo Credit: Reuters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Facebook has suffered yet another data breach, only this time, private information from 533
million accounts have been leaked online. Even the company’s founder and CEO Mark
Zuckerberg’s private credentials are part of the larger leaked data set from 2019.

Also read: Ireland launches inquiry into Facebook after reports of data leak

Here is a look at the nature of this data leak, ones similar to it, and their impact on netizens:

Private information of users was primarily obtained by exploiting Facebook’s contact importer
feature that allows users to find friends on social media using their phone’s contact list.

Malicious actors exploited a weakness in the feature to gain access to user ID, address, phone
number, email address, names of workplaces, date of birth, date of account creation, and other
personal identifiable information. They then leaked this data in the dark web. Information on
users’ finance and password were not divulged.

All 533,000,000 Facebook records were just leaked for free.

This means that if you have a Facebook account, it is extremely likely the phone number used
for the account was leaked.

I have yet to see Facebook acknowledging this absolute negligence of your data.
https://t.co/ysGCPZm5U3 pic.twitter.com/nM0Fu4GDY8

Facebook claims hackers obtained user data through data scraping — a process used by
people to import data from a website onto a local file that is saved in a computer. The social
networking giant also noted in a blog post that “the specific issue that allowed them [hackers] to
scrape this data in 2019 no longer exists.”

“A lot of companies like Facebook, Google and others provide their APIs to developers for
several reasons. Hacker groups essentially use them to scrape data from these sites,” said
Rajshekhar Rajaharia, a Rajasthan-based entrepreneur and cybersecurity researcher, in an
email to The Hindu.

“They can procure the name and email of a particular user from one website through their API, A
second website’s API might provide them with their phone number and address, a third might
open the doors to more sensitive information on the same user. Hackers are essentially
combining these details and creating a complete data set which is then being sold online.”

The latest instance stands out for the sheer number of accounts compromised. According to a
report published by Business Insider, personal information of over half a billion Facebook users
in 106 countries was leaked online. This includes over 32 million records on users in the U.S.,

https://www.thehindu.com/profile/photographers/Reuters/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
https://www.thehindu.com/sci-tech/technology/facebook-data-on-more-than-500-million-accounts-found-online/article34236344.ece
https://www.thehindu.com/sci-tech/technology/ireland-launches-inquiry-into-facebook-after-reports-of-data-leak/article34323593.ece
https://t.co/ysGCPZm5U3
https://t.co/nM0Fu4GDY8
https://www.businessinsider.in/tech/news/533-million-facebook-users-phone-numbers-and-personal-data-have-been-leaked-online/articleshow/81889315.cms
https://www.businessinsider.in/tech/news/533-million-facebook-users-phone-numbers-and-personal-data-have-been-leaked-online/articleshow/81889315.cms
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11.5 million in the U.K., and 6 million in India.

Earlier, data of 500 million LinkedIn users were being sold online by an unknown hacker who
had dumped two million users’ data as sample. Separately, online stock trading company
Upstox’s data was stolen due to compromised Amazon Web Service (AWS) keys.

This hack includes users’ Aadhaar and PAN credentials, passport soft copy, bank account
numbers, and photos of signatures, Rajaharia noted.

“In the case of LinkedIn, it was asserted that data was scraped, in other words, someone
violated the terms of service to cull out data from the public profile, combined with data from
other sites,” Raj Samani, Chief Scientist at cybersecurity firm McAfee told The Hindu.

The information leaked is in many ways similar to Facebook’s leak, but it contains other
professional information that might add another layer of sensitivity.

The stolen information can be used to send spam emails, make calls, mount phishing
campaigns and target advertising. It can be used to plot and execute various nefarious online
fraud schemes. Hackers can impersonate users and transfer cash on their behalf, without their
knowledge.

The database of private information is available on dark web for anyone to sift through. CTO of
cyber intelligence firm Hudson Rock in early January confirmed that this data was now being
sold on various groups on the cloud-based messaging app Telegram. Recently the data set
seems to be popping up on various hacker forums all across the internet.

Internet users seeking to know whether their data has been leaked or compromised, can visit
HaveiBeenPawned.com. All they have to do is to key in their email id and check.

The FB breach has certainly generated some interest, currently doing 40k-45k requests per min
on @haveibeenpwned (up about 6x on normal baseline traffic) pic.twitter.com/Rpa8itUwsh

Also, people can use Google Passwords to analyse login patterns to know whether their account
was breached.

Please enter a valid email address.

Since the backlash from its users began in January, WhatsApp has been trying hard to get them
back on its platform, by using several methods including reaching out to users via the “status”
feature
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‘ABOUT 52% ADULTS NOT CLEAR ON DEFENCES
AGAINST CYBERCRIME’

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

About 52% of adults admitted that they do not know how to protect themselves from cybercrime,
according to a survey conducted by online security solutions provider NortonLifeLock

The report also said 59% of the adults in India had become victims of cybercrime in the past 12
months.

The ‘2021 Norton Cyber Safety Insights Report,’ based on the research conducted online by The
Harris Poll among 10,030 adults in 10 countries, including 1,000 adults in India, also found that
cybercrime victims collectively spent 1.3 billion hours trying to resolve these issues.

“In a year of lockdowns and restrictions, cybercriminals have not been deterred.” said Ritesh
Chopra, director, sales and field marketing, India & SAARC countries, NortonLifeLock.

“More Indian adults fell victim to identity theft in the past 12 months and most are concerned
about data privacy,” he added.

He said while the report suggested that many Indian consumers (90%) were taking proactive
steps to safeguard their data, 2 in 5 still felt it was impossible to protect their privacy (42%) in
this age or say they don’t know how to do so (42%).

As per the research 7 in 10 Indian adults (70%) believe that remote work has made it much
easier for hackers and cybercriminals to take advantage of people.

“Around half (52%) say they do not know how to protect themselves from cybercrime, and even
more (68%) say it is difficult for them to determine if the information they see online is from a
credible source,” NotronLifeLock mentioned in the report.
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FACEBOOK MESSENGER USERS IN OVER 80
COUNTRIES HIT BY LARGE-SCALE SCAM

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Facebook ad promoting a fake Facebook Messenger update.   | Photo Credit: Special
Arrangement

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Users of Facebook Messenger have been targeted in a large-scale scam campaign in at least
84 countries including Canada, the United States, France, Germany, Italy, Singapore, Malaysia,
and South Africa.

According to analysts at a Singapore-based cybersecurity firm Group-IB, cybercriminals
distributed ads promoting an allegedly updated version of Facebook Messenger to harvest
users’ login credentials. The firm found about 1,000 fake Facebook profiles that were involved in
the scam.

To draw users’ attention, fraudsters registered accounts with names similar to the real app, such
as ‘Messanger’, ‘Meseenger’, and ‘Masssengar’, and used Facebook Messenger's official logo
in their profile picture.

“To facilitate the moderation process in Facebook and to bypass its scam filters, scammers
shortened links created with the help of services like linktr.ee, bit.ly, cutt.us, cutt.ly, and rb.gy,”
Group-IB wrote in a blog post.

Once a user clicked on the fake app download link, they were directed to a fake Facebook
Messenger website with a login form, where they were asked to enter their credentials.
Cybercriminals used blogspot.com, sites.google.com, github.io, and godaddysites.com to
register fake Facebook Messenger login pages.

Scammers added features like the possibility to find out who visited an user profile and saw the
messages that were deleted, or even offered to shift to Gold Messenger to lure users into
following the link.

Cybercriminals also threatened users that if they didn’t sign up on the fake page, their account
would be banned forever.

“The safety and security of our users is always our top priority and we are investigating this
matter,” a Facebook spokesperson said.

“We have a zero-tolerance policy to scams on our services and take immediate action to remove
illegal activity as quickly as possible, and strongly encourage users to report any suspicious
activity.”

Group-IB advised users to be cautious while following shortened links and raise a red flag if it
leads to a poll or one-page blog. Besides, it suggested that users never enter any personal data
on websites to which they got from third-party resources even if they have logos of well-known
brands.

https://www.thehindu.com/profile/photographers/Special-Arrangement/
https://www.thehindu.com/profile/photographers/Special-Arrangement/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
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Users can also pay attention to the domain of the page as fraudsters often register domain
names misspelling brand names, as it was the case with Facebook Messenger.

Please enter a valid email address.

Data from research firm IDC showed Apple's shipments surged 22% to a record 90.1 million
phones in the quarter, giving it global market share of 23.4%.

A contest among Wyoming schoolchildren will decide the new supercomputer's name.
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‘NO VOLUNTEER LIST UNDER CYBER SCHEME’
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

The Ministry, through its portal, aims to raise a group of “cybercrime volunteers”.Bill Hinton  

The Ministry of Home Affairs has said it does not maintain a centralised list of volunteers
enrolled under the cybercrime volunteer programme since the police is a “State subject” under
the Seventh Schedule of the Constitution.

The Ministry, through its cybercrime grievance portal, cybercrime.gov.in, aims to raise a group of
“cybercrime volunteers” to flag “unlawful content” on the Internet. Digital rights group, the
Internet Freedom Foundation (IFF), has said the programme enables a culture of surveillance
and could create potential social distrust by encouraging civilians to report the online activities of
other citizens.

‘Sought directly’

In response to a Right to Information Act (RTI) application by The Hindu on the total number of
volunteers who have applied under the Cyber Crime Volunteers Program of the National Cyber
Crime Reporting Portal, the Ministry stated that the information could be sought directly from the
respective States and Union Territories.

State subjects

The Ministry said in the RTI reply that “police” and “public order” were State subjects as per the
Seventh Schedule of the Constitution, and States were primarily responsible for the prevention,
detection, investigation and prosecution of crimes through their law enforcement agencies
(LEAs).

“The Cyber Crime Volunteer Framework has been rolled out as a part of cyber hygiene
promotion to bring together citizens to contribute in the fight against cybercrime in the country
and assist State/UT LEAs in their endeavour to curb cybercrimes. The volunteers are registered,
and their services utilised, by the respective State/UT LEAs as per their requirement. It is
requested to kindly seek the information directly from the respective State/UT LEAs. The
detailed programme document is available at www.cybercrime.gov.in,” the Ministry said in the
RTI reply.

Though the Ministry did not provide information in the RTI reply, according to its Output
Outcome Monitoring Framework budget of 2021-22, the programme was expected to include
500 volunteers, 200 “cyber awareness promoters” and 50 “cyber experts”.

MP’s poser

In March, Biju Janta Dal (BJD) MP Pinaki Misra had asked whether “concerns of infringement of
privacy due to surreptitious and mala fide intrusion into an individual’s online activities are
addressed in this programme and its operating protocol”.

The National Cyber Crime Ecosystem Management Unit, of which the Cyber Crime Volunteers
Program is a constituent, is part of the Indian Cyber Crime Coordination Centre (I4C) scheme
launched by Union Home Minister Amit Shah in January 2020.
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The project was approved in October 2018 at an estimated cost of Rs. 415.86 crore. The I4C
scheme that includes other components also has been allocated Rs. 69.80 crore in the 2021-22
budget.
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A MASSIVE MACOS BUG LETS HACKERS BYPASS ALL
SECURITY CHECKS

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

A massive macOS bug lets hackers bypass all security checks.   | Photo Credit: Reuters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Hackers exploited a massive macOS software bug that allowed them to bypass core Apple
security checks and leave Mac users at grave risk, according to security researchers Cedric
Owens and Patrick Wardle.

Owens noted that the bug allowed him to build a malicious app that mimicked a harmless file
which in turn helped bypass macOS' built-in security mechanisms when opened.

"It's the most dangerous macOS payload I have encountered on recent versions of macOS
because it completely bypasses Gatekeeper and the user does not even get any pop-ups or
warnings," Owens told The Hindu.

Owens explained that a user just has to do download the ‘.dmg’ or ‘.zip’ file that contains the
payload. Once double clicked, the payload silently detonated without warning the victim.

He had reported the bug to Apple, and the company has patched the bug in macOS 11.3.
Owens urged all users to update to BigSur 11.3 to avoid any security risk.

Patrick Wardle, a Mac security researcher, explained in a blog post how and why the bug works.
He said that due to a subtle logic bug in Apple's policy engine, it was possible to create a
malicious app without being notarised. And that Apple's app review process allowed the app to
launch without any prompts or alerts.

Wardle noted that the harmless PDF document, without notarisation, was able to launch the
calculator app and do other things.

He added that the bug could have been introduced with macOS 10.15's new notarisation logic,
meaning Apple's idea to secure macOS backfired.

Please enter a valid email address.

Data from research firm IDC showed Apple's shipments surged 22% to a record 90.1 million
phones in the quarter, giving it global market share of 23.4%.

A contest among Wyoming schoolchildren will decide the new supercomputer's name.
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